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ABSTRACT

Peer-to-peer (P2P) architecture is a new paradigm in distributed computing technologies. Peer-to-peer computing
is the sharing of computer resources and services by direct exchange between systems [1]. The desired framework
based on peer-to-peer network should provide peer discovery and interaction mechanisms. The framework also
allows the peer computers to share files and exchange instant messages. It can serve as a base framework for new
distributed file sharing and messaging systems based on P2P. The framework should be generalized enough to
cater to needs of any specific P2P application.
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1. INTRODUCTION

A peer-to-peer network is simply a number of peer machines communicating and sharing resources with each other (as
shown in Figure 1). Traditional client-server networks have the concept of a central server connected to several client
machines. Communication between connected clients takes place through server.

In P2P, the participating peers in the network communicate directly with each other unlike the traditional client-server
network or multi-tiered server network.

Figure 1 Peer to Peer Network formed by directly connected systems

The peers share computer resources and services by directly exchanging information among them. Exchange of computer
resources and services means the exchange of information, processing cycles, and disk storage for files. All of these are
done generally without depending on any centralized servers or resources.

Thus, the P2P architecture enables true distributed computing. It creates networks of computing resources which exhibit
fault tolerance and very high availability. There are many interesting and useful applications that can be accomplished by
using P2P computing besides the popular applications as Napster, Kazaa, and Gnutella etc. To be successful, peer-to-peer
computing requires availability of numerous interconnected peers and bandwidth. Existing desktop computing power and
networking connectivity are encouraging for P2P networks.
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A simple framework for peer discovery and communication is desired which can be extended to build any interesting P2P
application on top of it.

2. MOTIVATION

The availability of inexpensive bandwidth and powerful networking technologies are encouraging for P2P computing.
Apart from music and file sharing applications, P2P has a great potential for collaborative work effort applications. One
such example may be enterprise application integration (EAI). Present P2P applications do not provide complete
solutions relating to security, seamless sharing of peer computing resources, and true collaborative real time interaction
between peers. To succeed in arenas of enterprise or business applications, P2P networks need to focus primarily on
enhancing and securing its capabilities. Section 3 talks about the innovative features and security measures desired for
this system which makes it stand out from the existing P2P applications.

3. DESIRED P2P FRAMEWORK

A framework based on Peer-to-Peer networking that can serve as a mechanism for peer discovery and interaction between
them is desired. The desired framework should have enhanced features and properties relating to P2P interaction and
security. It should provide seamless integration and sharing of computer resources, including processing power, cache,
and memory. The framework should have the ability to find available peers. The framework should provide peer
connection status tracking mechanisms. Thus all available peers are constantly queried for their online status. It should
also keep track of the resources shared by each peer. In addition to the peer discovery mechanisms, the desired
framework should provide resource sharing, file transfer capabilities and messaging capabilities for connected peers.
Peers should be able to broadcast or publish their connection status and their available shared resources. File transfer
between peers should be synchronized. If there is more than one request for a file transfer, the later request should be
queued until the former transfer is complete. Peers should be able to propagate text messages in one-to-one and one-to-
many scenarios. Besides the above common features for P2P interaction, the desired framework should enable users to
have true collaborative interaction between peers in the form of video and audio conferencing, message transfer, and
application sharing. Enhanced features such as defining and using a search agent to perform a P2P resource search should
be available. Search agents should provide users with the capability of defining their search criteria and letting the agent
perform the job of searching, configuring and using resources. This framework will also perform security analysis and
forecast for the connected peers in a P2P network. Security checks and measures will be provided for the existing
connection and the network as a whole using predefined security policies.

4. USE CASES

The following are the main identified use cases for the P2P framework.

4.1 Instantiate P2P Application

Role in Context
Join the P2P network

Description

A user launches the P2P application, provides a unique id and the peer group to join. The P2P application residing on a
user’s machine connects to the peer group specified using the unique id provided by the user. A connection conformation
message is displayed to the user after successfully connecting to the specified peer group.

4.2 Discover Peers

Role in Context
Find online peers connected to network

Description
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Based on the peer group specified, the application checks for all the peer machines that are online. The user ids or
computer names of all online peers are listed.

4.3 Track Peers

Role in Context
Dynamically track peer status, as shown in Figure 2

Peer
v
’A A
Peer 11 Peer V
A =
Track
Peers
A A
Peer Peer 1
111
A
Peer
VI

Figure 2 Dynamic Tracking of connected Peers

Description

The application tracks the status of all peers in a peer group. The application should detect and display information about
a peer arriving online or going offline. Thus the dynamic tracking of peers in a peer group is performed using a form of
polling mechanisms. A user message is generated when a peer joins the group and arrives online. A similar message is
generated when a user logs off or gets disconnected from the group. Figure 2 shows the tracking process for a particular
peer that tracks all the connected peers dynamically.

4.4 P2P File Transfer

Role in Context
Enable peers to transfer shared files, as shown in Figure 3.

Figure 3 Peer File Listing and Transfer

Description

A user selects the peer machine to initiate a transfer from. A list of all the shared files residing on the specified peer is
displayed. After selecting the file to transfer, the application opens a file transfer operation. After the completion of the
file transfer, the user is informed about the success of the file transfer operation. Any corresponding error messages are
displayed for all connection or file transfer errors.

4.5 P2P Messaging

Role in Context
Enable peers to send one-to-one and one-to-many messages
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Figure 2 Instant real time messaging

Description

A user selects the peer machine(s) to send the message to as shown in Figure 4. The connection status of the selected
peer(s) is checked. The user is informed if the peer is not connected or logged in. If the peer(s) is detected online on the
peer group, a message by the sender is delivered in the real time to the recipient peer(s).

4.6 Configuring Search Agents

Role in Context
Configuration of search agents to perform a P2P search

Description

A user can configure an agent to search for specified resources in a P2P network. Agents have the ability to remember
search criteria and perform an independent extensive search of the P2P network. Example of Search criteria could be file
by name and contents, processor availability, user name etc. Agents can deliver search results to the user as specified.
Agents can also be configured to perform user defined operations on the search items.

4.7 Resource Searching Using Search Agents

Role in Context
Use search agents to perform an intelligent P2P search

Description

A user specifies the criteria for the intelligent P2P search. The search agent traverses the network, performs calculations,
and searches for the desired resources. After identifying the desired resources, the P2P agent performs operations as
specified by the user. Operations on the search items may vary from downloading the resource to performing complex
calculations on an available computing resource.

4.8 Determine Security Hazards

Role in Context
To determine the security hazards for a peer or a network

Description

Security hazards for a P2P application may exist in form of lack of encryption, open ports on the firewall, viruses in file
transfers and unauthorized access to file system. A user provides the id of the peer or P2P network for security checks.
All the connections and shared resources for the specified peer or P2P network are checked for security measurements
and potential hazards that might exist. Based on the predefined security policy, the user is given a summary of the level of
the hazards and suggested measures for it.

4.9 Define Security Policies

Role in Context
Enable personal security policies for P2P network

Description
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A user can set a security policy for the connected P2P network. Security policies can be defined through a user interface
by setting user preferences. The user can specify the connection quality, peer resource scanning, security certificate, and
other prerequisites required for accessing any resource on their computer. Security policies can also be set for the whole
network by the administrator.

4.10 Create a Personal P2P Network

Role in Context
Define and create a personal P2P network

Description

A user can define and create a personal network. A personal P2P network will only include the peers specified by the
user while defining the personal network. Properties and security measures for a personal P2P network can be defined for
the whole network and also for an individual peer for the resources to share. Other properties may include the computer
processor availability and other resource availability criteria in addition to other user defined settings as number of file
transfers, connection limit per peer, etc.

4.11 Using Remote Computing Resources

Role in Context
Enable peers to use peer computing resources

Description

Users can specify the computing job to be performed and the preferred peers for performing it. Computing resources such
as processor, memory, and cache are used to perform the task in parallel or in serial mode, as preferred by the user. Once
the task is performed, results are gathered and provided to the requesting peer.

4.12 Collaborative Interaction

Role in Context
Enable peers interact in real time using audio and video

Description

Users can interact with other peers by instant messaging, or by real time video and audio conferencing. A user can select
to interact on a one-on-one basis or interact with a selected group of peers. Peers have the ability to send and receive
audio and video in real time for interaction. The broadcasting of a message to the whole P2P network is also possible.

5. REQUIREMENTS

RO1: Users should be able to define and create a personal P2P network. Desired properties and security measures can be
specified while creating a network.

RO2: Users must be able to instantiate and log in to existing or newly defined peer-to-peer networks or groups.
RO3: Users must have the ability to define and implement security policies and measures relating to their own machine.
RO4: Users can also receive a security analysis report of the network which lists the possible security hazards.

ROS5: Online peers should be dynamically discovered. A List of available shared resources of the peers should be
displayed upon request.

RO6: A list of all online peers must be displayed dynamically on the user interface upon request.

RO7: A user should be able to send text messages to the connected peers. Instant messaging capability should support
one-to-one and one-to-many modes.
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ROS8: A user must be able to transfer files to a selected connected peer.

RO9: A user must be able to utilize the computing resources such as processing power, memory, and cache of the
connected peers to perform computing resource consuming tasks. The user can specify either serial or parallel execution
of the sub-tasks on peer machines.

RO10: Users should be able to use the intelligent search agents for performing a variety of tasks over the P2P network.
These agents should be configurable to specify the search criteria and also the actions that the user wants the agent to
perform on their behalf.

R11: Users must be informed of any errors that might have occurred during file transfer or messaging.

R12: Proper logs should be generated for any resource use by the peers. Possible security hazards must be forecasted in
the logs as well as user prompts.

6. INTERFACES

An interface should be provided for the existing tools to allow collaborative interaction which includes video and audio
conferencing. There should also be interfaces for external tools to allow the synchronization of computing resource
sharing such as processing power and memory.
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